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1.Pa6ora B Cetn e Payrep AN Mt
1.1 ToxkmroyeHne U HACTPOiiKa e

T .

. VY6enurech, 4T0 yCTPOUCTBO HAXOAUTCS B TOM XK€ JIOKATBHO CETH, YTO
HMMapIIpyTU3aTop.
. JI1st U3MEHEHHMs CEeTEeBhIX HACTPOEK KaMephbl BaAM HY)KHO YCTaHOBHUTH

«DeviceManager»,porpaMmma HaXOAUTCs Ha caiite WWW.optimus-
cctv.ru.

. ZanycrureDeviceManager, naxmure «IP-Searchy, Bol yBuaute IP-

azipec yCTpoicTBa(CM. PUCYHOK HIIKE).
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. BribepuTe yCTpOHCTBO A/Ist H3MEHEHHUSI CETEBBIX HACTPOCK (CM. PHCYHOK
Hmke), uzmenure [P aapec, Macky, o3 u Haxmure kHonky «Modify»
JUIsl IPUMEHEHHUSI HACTPOCK.

P Address | 192 - 168 . 10 . 133
ubet Mask | 255 . 265 . 255 . 0

192 168 . 1 . 1

SameToPe
HTTPPort |80

TCPPort [34567
Mac Address |00:12:15:70:08:6e
CloudlD |3d82b759cdb2d15c

Modify

adminPsw Advance

1.2 3aBoackue HacTpoiiku |P-kamep

Gateway

IP-anpec: 192.168.** ** (B 3aBUCHMOCTH OT TEKYIIEii CETH)
Macka noaceru: 255.255.255.0

Imro3: 192.168.** *%(B 3aBHCMMOCTH OT TeKyLIeil CeTH)
HWmst nonb3oBaTens: admin

IMaposns: HeT mapomst

BHAMAHME!!! IJI51 YBEJMYEHUS BE3OITACHOCTH
OBOPYJIOBAHUSI U CHUKEHMSI PUCKOB BO3JIEVICTBHUI B
PE3YJIbTATE XAKKEPCKHUX ATAK OBSI3ATEJIbHO YCTAHOBUTE
TMAPOJIb K YYETHOM 3ATIMCU ATIMHUHHACTPATOPA



@ optimus WWW.optimus-cctv.ru

Tlomumo nHdoOpMAaIMK 0 KOHGUTYPALUHI, MOKHO YBHACTh JIOTOITHUTEIBHYIO

HUH(OPMAINIO KaMEPhI:

HTTPPort — noctyn yepes web-6paysep.

TCPPort — octyr st IpOrpaMM H IPHIOKEHHI
Mac Address — mak axpec Kamepsl.

CloudID — st moKIt0YeH s 00Ia4YHBIX CEPBHCOB

QR-K0J — yIPOLIEHHsT 715 3aMOTHCHHS] HA MOOHIIBHOTO IIPHUIOKCHHSL.

1.3 ABTOpH3anus

Orxkpoiite IE, BBemute IP-anpec, ycranoute miarun ActiveX , 3aTeM BeiGepuTe

SI3BIK I/[H'repcl)el‘/'[ca, Jajiee BBEAUTE JIOTUH U NapOJIb IJIs AOCTYyIa K Kamepe

Bui6op s3bIxa nHTEpdEiica.
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OxkHO aBTOpU3alUN

Tlocne aBTOpHU3alUN BBIHIET HA TJIaBHYIO, BBICKOYMT OKHO «THIT 6mpeﬁTa>>.

Haxxmure kHonky «OTMEHa».
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BkirouaeM MOTOK, TOSBUTCS H300paskeHHe.

1.4 TIporpamMmHoe obecrieyeHne

1.4.1 CMS naxoputes Ha caiite WwWw.optimus-cctv.ru

Ycranosute CMS, 3aIyCTUTE €ro, UM MOJIb30BATE/IS 110 YMOJIYaHHUIO: Super,

napoJib He TpedyeTcst

CMSBxox:
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I'naBHas cTpanuma:

WBbmonanTe cleayroumue JiefcTBYSL:

1.4.2 YerpoiictBa ynpasieHus:

Cucrema-> YcrpoiicTa
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1.4.3 lo6aButs IP-xkamepy

Ne_ [1Paspec [Mepr [ mac [ vendor [

I Ao6asnero yerpe TP nowcx ‘novn:r IPV6 |amb vrrnoi‘ |
[ Nocne saBepuwe

s TecT

W [Pagpec — OBnactel  ARSP [ Cloud [~ IPVE
1P anpec [ . .
Mopt 34567

Vma ‘ admin Mapons
Ofnacte Tec
Vendor H264DVR -

1.4.4 Bapuantsl no6asneunus IP-kamep:

IP-anpec, noMeHHOE UMs, cepuiinblii HoMep u MAC-aapec.
Jlo6asbte IP-anpec/IP-nouck wiu BpyuHyto nobassre IP-agpec.

IP-mionck: Boibepure «IP-mowck» u Boibepure IP-aapec, KoTopblit

HE0OX0AUMO J06ABHTH BIIPOTPAMMY.

. Bpyunyto no6asbre IP-aapec: Haxmure KHOIKY «100aBHTH
YCTpOHCTBOY, 3aTeM ykaxute [P-axpec, TCP nopt(34567 — mo

yMOH‘IaHHIO), WM TI0JIB30BATENS U ITAPOJIb.
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1.4.5 YtoObl HOAKIIOUHTE KaMepy, ABaX/IbI HAKMUTE HA HMsI YCTPOHCTBA, 3aTEM

BBIOCPUTE OCHOBHO# MOTOK HJIM TOMOJHUTENBHBIN MOTOK (CM. PHCYHOK HHIKE)

VYcTpoiicTBO NOAKIIOUEHO YCTIENHO
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1.5 Hacrpoiika 6ecnpoBoanoro coexunenust Wi-Fi

Haxmute knonky «Pacumpenusie/Advancey» B MeHepKepe yCTPOHCTB
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Bseaute napons u ykaxkute IP agpec kaMmepsl WM BKIIOUHTE (yHKIIHIO
ABTOMAaTHYECKOro MprcBoeHus ip-aapeca (DHCP).

Haxxmute OK u1st COXpaHEHHs! HACTPOCK.

He orkuouaiite cereBoii kadeab(RJ45) u qo:xauTech nepe3arpy3ski KaMmepbl.
Eciin nepe3arpy3ka He NpoH3011LIa, Iepe3arpy3uTe YCTPOiicTBO BPYUHYIO,
yepe3 Web-unrepdeiic.

C nomorpio «Device manager»Hail[uTe KaMepy B CETU H TOJIKITIOUNTECh K Heif,
OCJIe YEr0 MOYKHO OTKJIFOYHTH CETEBOM Kabeb.

Tax e Hactpoiiki Wi-Fi MoxHO npousBecTu B web uHTepdeiice kameps! yepes
6paysep IE.

Hacrpoiika nocrynsa B kondurypanuu Verpoiictsa -> Cucrema -> Ciyk6s1 -> Wi-
Fi.

Hassererng yCIELLD CONpamEns, 478 paboTs: Tpeliyerce
ey S

Tlocne Hactpoiiki Wi-Fi kamepa BbIIacT COOBIICHIE 0 COXPAHEHHH H TIepe3arpy3Ke.
HazxmuTe «/la» 1 10:K1ATeCh Nepe3arpy3Kn ycTpoiicTBa.

BHUMAHHMUE!!! kabenb nuTaHus u ceTeBoii Kabeib BO BpeMsl epe3arpy3ku
He OTCOeMHATH OT ycTpoiicTBa!
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T'apanTus

Cpok rapantuu Ha o6opynoBanue Optimus cocTaBmsieT 37 MecsLeB.

I'apanTniinble 06513aTe/ILCTBA He PACHPOCTPAHSIOTCS HA H3Je/He B
CJIEAYIOIIHX CIydasX:

. BbIX0z U3aeust U3 CTPOSL [0 BUHE MOKYIATe sl (HAPYIICHUsT UM [IPABIT
9KCIUTyaTaluy, paboTa B HEJOKYMEHTHPOBAHHBIX PEKUMAX,
HENpaBHIIbHAS YCTAHOBKA M MOAKIIFOUCHNUE, IIPEBBIIICHNE JTOITYyCTHMOM
paboueii TeMmepaTypbl, Ieperpes U T.1.);

. Hajmune BHENIHUX /WM BHYTPEHHHX MEXaHUYECKHX HOBPEXICHHUI
(3aMSITBIX KOHTAKTOB, TPEILHH, CIEI0B yaapa, CKOIOB U T.1.),
HOJTyYCHHBIX B Pe3y/IbTaTe HENPABHIIBHON SKCILTyaTallii, yCTAHOBKH
AN TPAHCIIOPTHPOBKY;

. Hanmune npu3HakoB peMOHTA HEYNOJTHOMOYCHHBIMH JTHIIAMH;

. Hasnmune noBpexIeHNH, TIOJIyYeHHBIX B Pe3yJIbTaTe aBapHii,
BO3JCHCTBYS Ha U3/EINE OTHsl, BIArH, IIONaIaHMs BHYTPb KOpITyca
HACEKOMBIX, IBIIH, HOCTOPOHHHUX MPEIMETOB U T.JL.;

. Hasnnune noBpexAeHMiA, TOIYYCHHBIX B PE3yJIbTATE HEIPABUILHOTO
TOJIKITFOUCHHS M3JICNHS B 3JICKTPOCETh /MM SKCILTYaTaIluy U3/ICINs
[IpU HECTAaOUIBHOM HAIPSDKEHHUH B JIIEKTPOCETH, OTKIOHCHHE
Hanpsbkenus 6omnee 10%, a TaxKe OTCYTCTBHUS (MM BBIOITHEHHOTO C
OTKJIOHGHHSIMHU OT CTaH/apTa) 3a3eMIICHHS;

. Hasnuune criefioB 31EKTPHIECKOro Mpobosi, porap IPOBOIHUKOB U T.J.

Jlata npopaxu
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